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OFFICE OF THE VICE PRESIDENT

WASHINGTON

November 4, 1975

MEMORANDUM FOR: THE VICE PRESIDENT'S STAFF
FROM: SUSAN C. HERTER &ﬁ'
SUBJECT: Security Program Directive

1. As directed by the Vice President, the attached
memorandum establishes the security program for the Office
of the Vice President. It outlines procedures and provides
guidance for the protection of classified information.

2. The directive includes detailed instructions
for handling, safeguarding, storing, preparing, and
destroying classified materials.

3. Those persons who may handle classified materials
in the course of their duties should note particularly:

—-- _statements which must be signed as a condition

of employment and upon termination of employment.

-~ that periodic checks will be made by the Staff
Security Officer to insure compliance with the
provisions of this directive.

-- requirements for safe combinations and the
frequency that combinations must be changed.

-- how accountablllty of Top Secret material
' is assured.

~-- requirement to be briefed on érocedures.

—- when the classification "Administratively
Confidential" may be used.

-— action to be taken in the event of loss or
compromise.



-- rules regarding access.

~- penalties for carelessness in compliance
with this directive.

-- procedures established for the destruction of
classified material.

4. It would be appreciated if you would familiarize
yourself with the full contents of this memo at the earliest
possible moment.

5. Mr. Ralph Martin has been designated to perform
the duties as Staff Security Officer for the Office of the
Vice President. MSGT John Owens will be the Assistant Staff
Security Officer. The Staff Security Officer and Assistant
Staff Security Officer will also serve as Top Secret Control
Officer and Assistant Top Secret Control Officer respectively.
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November 4, 1975

MEMORANDUM FOR: THE VICE PRESIDENT'S STAFF

FROM: THE VICE PRESIDENT

SUBJECT: Security Procedures

1. Purpose. To establish procedures and provide guidance
for the security of classified information and material

within the Office of the Vice President.

2. Guiding Directives.

a. Executive Order 11652, March 8, 1972, Subject:
Classification and Declassification of National Security
Information. :

b. National Security Council Directive, May 17, 1972,
Subject: National Security Council Directive Governing the
Classification, Downgrading, Declassification and Safe—’
guarding of National Security Information.

c. White House Staff Memorandum, November 1, 1974,
Subject: Safeguarding Classified and Sensitive Information.

(Note: - A review of these directives will be included as
part of the indoctrination briefing.) '

3. Policy.

Executive Order 11652 states in part: “Within the
Federal Government there is some official information and
material which, because it bears directly on the effective-
ness of our national defense and the conduct of our foreign
relations, must be subject to some constraints for the
security of our Nation and safety of our people, and our
allies. To protect against actions hostile to the United
States, of both overt and covert nature, it is essential
that such official information and material be given only
limited dissemination."

o
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The safeguarding of classified information within the
Office of the Vice President will comply with the letter .-
and spirit of those directives listed in paragraph 2.

4, General Information.

a. Staff Security Officer/Top Secret Control Officer.
A Vice Presidential Staff Security Officer and Assistant
Sstaff Security Officer will be assigned to perform the
duties outlined in this instruction. They will normally be
on the staff of the Assistant to the Vice President for
National Security Affairs. The Security Officer and Assist-
ant Security Officer will serve as Top Secret Control Officer
and Assistant Top Secret Control Officer for the Office of
the Vice President respectively, and will be responsible for
the overall supervision of the Top Secret Control program.
They will maintain positive control over the movement of all
Top Secret material under their Jjurisdiction.

b. National Secur1tz»Cla351f1cat10ns. Generally,
National Security Information/Classified Information and
Material shall be in one of three categories.

(1) CONFIDENTIAL. The classification applied to
national security information or material the unauthorized
disclosure of which could cause damage to the natlonal
security.

(2) SECRET. The classification applied to national
security information or material the unauthorized disclosure
of which could reasonably be expected to cause serious |,
damage to the national security.

(3) TOP SECRET. The classification applied to
national security information or material the unauthorized
disclosure of which could cause exceptionally grave damage
to the national security.

c. Administrative Classification Categories.

(L) FOR OFFICIAL USE ONLY. Used to protect official
information concerning office procedures, personnel actions,
movement schedules, background information and other types
of knowledge that is not for general publication or release
outside official government channels.

(2) ADMINISTRATIVELY CONFIDENTIAL. Used to protect
and identify sensitive correspondence and information that
is not for public dissemination. :




These administrative categories will not be used in
conjunction with classification categories of CONFIDENTIAL,
SECRET and TOP SECRET. :

d. Security Clearances. No person shall be given
access to classified information or material unless a
favorable background investigation has been completed.

(1) Security Clearance Procedures.

(a) The Assistant to the Vice President for

- Administration will:

1. Be responsible for the processing of
full field investigations for personnel assigned to the
Vice President's staff with the exception of Department
of Defense detailees.

2. Inform the Staff Security Officer of
individuals whose full field investigations have been satis-
factorily completed ané approved and of any subsequent
changes. :

3. Notify the Staff Security Officer as
soon as he is aware that a staff member is planning to
terminate his employment. ’ :

(b) The Staff Security Officer will pfovide

‘newly cleared persons with a security orientation briefing

covering policy and procedures for handling classified
information and material. (Sample Check Sheet Atch 1).
After the briefing individuals will sign a Statement of*
Understanding of Security Procedures (Atch 2). This state-
ment will be kept on file by the Staff Security Officer.

(NOTE: There is no such thing as an
Interim Security Clearance for persons employed by the
Office of the Vice President. Under no circumstances
will uncleared persons be given access to classified
material. Access to classified material will be denied
until the individual has received the security orientation
briefing and signed the Statement of Understanding of
Security Procedures.) ‘

(c) The Staff Security Officer will, as part
of an individual's departure debriefing, remind individuals
of their continuing responsibilities to protect classified
information to which they have had access during the per-
formance of their official duties. After being debriefed,



the individual will sign a Security Termination Statement
acknowledging his responsibilities (Atch 3). ‘

(2) Clearances required for access to certain Top
Secret information or material will be controlled by the
Staff Security Officer.

e. Access to Classified Material. Custodians of
classified information and material are responsible for
providing the required degree of protection at all times.

(1) CONFIDENTIAL, SECRET and TOP SECRET. Classified
information and material will only be disclosed to an indi-
vidual after it has been determined that the individual
possesses the required clearance and has a valid "need to
know". Persons releasing the information shall be responsi-
ble in every case for determining the recipient's eligibility
for access. ’

(2) Access to Special Category Material will be
controlled by the Assistant to the Vice President for National
Security Affairs. -

f. Custody and Safekeeping of Classified Material.

(1) All classified material addressed to the Office
of the Vice President will normally be delivered to and
receipted for by the Staff Security Officer who will enter
it into the classified material control system.

(2) sStorage of Classified Material. ‘

(a) TOP SECRET Material. Shall be stored in a
steel file container having a built-in three-position dial
type combination lock and being of such weight, size,
construction or installation as to minimize the possibility
of unauthorized access or physical theft.

(b) SECRET and CONFIDENTIAL Material. May be
stored in a manner authorized for TOP SECRET material or,
as a minimum, in a steel file cabinet equipped with steel
lockbar and dial-type padlock with a changeable three~position
combination system, i.e., a four-drawer safe with a combina-
tion lock as described above.

(3) Record of Safe Locations. The Staff Security
Officer will assign numbers to all security containers
(safes, etc.) used to store classified material in the
Office of the Vice President. A record of safe numbers,
locations, and date of last combination change will be




maintained by the Staff Security Officer. Safekeeping
equipment will be utilized for the storage of classified
material only.

(4) Changing of Lock Combinations. Combinations
of locks of security containers will be changed by the staff
Security Officer, his authorized representative or the Secret
Service. This service may be requested by contacting the
Staff Security Officer. Combinations will be changed:

(a) Whenever a person knowing the combination
is transferred from or terminates employment with the office
to which the equipment is assigned.

(b) Whenever the combination has. been lost or
subject to compromise.

(c) At least semi-annually.

(5) Records of Combinations. Records of combinations
shall be maintained by the Staff Security Officer. Whenever
a combination is changed, the new combination will be
recorded on a Classified Container Combination Card, and
placed in a Classified Container Information Envelope. The
sealed envelope will be delivered to the Staff Security
Officer for retention in the vault safe.

3

(6) Security Checks. It shall be the responsibility
of the person using classified material to insure that the
material is stored and properly secured when finished. No-
notice security inspections will be conducted periodically
by the Staff Security Officer or his representative to
insure compliance with proper security procedures.

g. Handling of Classified Material.

(1) Use of Cover Sheets. A separate cover sheet
jndicating the classification of the material will be
fastened to the top page or cover of each SECRET or TOP
SECRET document.

a

(2) Unattended Documents. Classified material AT Lot
will be under the direct supervision of an authorized L “¢§




person at all times when in use. Special care will be
taken to insure that classified material is not left
unsecured or unattended in an office.

(3) Working Papers. Working papers are documents,
including drafts, photographs, etc., created to assist in
the formulation and preparation of finished papers.
Working papers containing classified information will be
marked with the appropriate classification and provided
the same degree of protection as that given to other docu-
ments of an equal category of classification.

(4) Communications Security. Classified infor-
mation will not be discussed over the telephone. Indi-
viduals possessing knowledge of classified information
are charged with the responsibility of avoiding all
references to classified subjects and contents of classi-
fied documents over the telephone. This responsibility
also extends to face-to-face discussions of classified
material with or in the presence of unauthorized persons.

(5) Transmission/Transfer of Classified Material.

(a) Outside the Office of the Vice President
and the Executive Office Building-White Fouse Complex. The
Staff Security Officer is responsible for transmitting or
transferring all classified material outside the Office of
the Vice President and Executive Office Building-White House
complex in accordance with Attachment 4. Staff members
‘needing to send documents to other agencies or offices will
provide the Staff Security Officer with the material for
mailing together with the name and complete address of the
recipient.

Y

(b) Within the Office of the Vice President and
the Executive Office Building-White House Complex. Transfer
or movement of classified material will be accomplished only
by properly cleared persons handcarrying the material to the
recipient. The material should be carried in an envelope’
marked with the appropriate classification. Use of see-
through messenger envelopes is not authorized. Recipients
will sign a receipt (DIA Form 13 which is available from the
Staff Security Officer) for all material classified SECRET
and TOP SECRET. Whenever TOP SECRET material is transferred,
the Staff Security Officer will be notified in order to main-
tain accurate accountability of the document. Classified
material will never be delivered to an uncleared person,
left in unoccupied offices, or sent through the unclassified
mail delivery/distribution system.




(c) Staff members requiring the use of classi-
fied material at conferences and meetings held outside the
Washington, D.C. Metropolitan area and who intend to use
commercial/public transportation should provide the material
to the Staff Security Officer far enough in advance to assure
that the material will be available on or before the date
needed. This requirement does not apply when utilizing
government/military transportation. In these cases, material
may be handcarried. The Staff Security Officer will brief
each staff member prior to departure concerning security
requirements or arrangements needed to safeguard the material
while away from his office. For meetings or conferences
within the Washington, D.C. Metropolitan area, members may
handcarry classified material.

(Note: Use of classified material during a
conference or meeting requires increased
awareness and precautionary handling to avoid
security violations and/or compromises. Staff
members using classified material during a meet-
ing or conference are responsible for insuring
that the material is properly protected at all
times, and that personnel present possess appro-
priate clearances for the material being
presented.) ‘

(d) Visits to Foreign Countries. Special
precautlons must be taken when visiting foreign countries
to insure classified material is protected at all times.

(6) Preparation of Classified Material. All classi-
fied material originating within the Office of the Vice *
President will be prepared and marked by properly cleared
personnel in accordance with Attachment 5. Questions con-
cerning procedures should be directed to the Staff Security
Officer.

(7) Reproduction of Classified Material.

(a) Reproduction of classified material will
be accomplished only by properly cleared persons. NOTE:
Reproduction machines can retain the imagery of material
passed through them. Therefore, to avoid inadvertent
disclosure of classified informaticn through subsequent
use of machines, staff members will always run machines
through four cycles (four blank pages) after the last page
of the classified material has been reproduced.

(b) Accountability of SECRET material will be
maintained by informing the Staff Security Officer of the
" number of copies reproduced and their disposition.

-



(c) Reproduction of TOP SECRET material will
be accomplished by the Staff Security Officer or his
assistant ONLY.

(8) Destruction of Classified Material.

(a) SECRET and TOP SECRET material will be
given to the Staff Security Officer for destruction to
insure destruction is properly recorded and destroyed
material is removed from the classified control system.

(b) CONFIDENTIAL Material. Destruction of
CONFIDENTIAL material may be accomplished in the holder's
office by tearing lengthwise and placing it in a "Burn Bag"
designated for classified material.

(c) Classified Waste. All classified waste
material should be separated from other office waste material
and placed in burn bags. (NOTE: Classified waste material
includes working papers, notes, drafts of classified corres-
pondence, carbon paper, typewriter ribbons and any other
~material containing information requiring destruction.)

Burn bags, available from the Staff Security Officer, will
be collected by a member of the White House Executive Pro-
tection Service who will then dispose of the bags in a
secure facility.

(d) Typewriter Ribbons. Classified material
can be reproduced from imprints on used typewriter ribbons.
Therefore, ribbons which are used in the preparation of
classified material must be safequarded accordingly, i.e.,
they should be stored in a safe at the close of business,
destroyed as classified waste when no longer serviceable,
etc.

(9) Inventories. The Staff Security Officer or
his assistant will conduct inventories of all TOP SECRET
material charged to the Office of the Vice President at
least annually to determine the adequacy of control
procedures and insure accountability.

h. Loss or Compromise. Any person who-has knowledge
of the loss or possible compromise of classified information
shall promptly report the circumstances to the Staff Security
Officer.

i. Penalties. Any individual breach of security may
warrant penalties up to and including the separation of
the individual from his employment or criminal prosecution.

j. Special Access. The names of personnel cleared for
access to certain categories of TOP SECRET information are
on file in the Office of the Staff Security Officer.

8
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ATTACHMENT 1

OUTLINE

. SECURITY BRIEFING

I. Introduction: Responsibilities and Purpose of Administrative
Security System.

II. Safeguarding and Storage of Classified Material
A. sSafes 1
B. Safe Combinations
III. Handling of Classified Material
A. Access
B. Unattended Documents
C. Document Rece.pting System
D. Transmission of Classified Material
E. Working Papers
F. Communications Security ,
G. Use of Cover Sheets
Iv. Preparation of Classified Material
A. Classification Markings
B. Downgrading Instructions
C.- Paragraph Markings.
V. Reproduction of Classified Material
VI. Destruction of Classified Material
A. Document Accountability
B. Waste Material
VII. Security Deviations/Violations.

VIII. Special Access Material (If Required)



MEMORANDUM _ATTACHMENT 2

N OFFICE OF THE VICE PRESIDENT

WASHINGTON

EMPLOYMENT AGREEMENT & INDOCTRINATION STATEMENT

As consideration for employment with the Office of the Vice
President and as a condition for continued employment I
hereby declare that I intend to be governed by and I will
comply with the following provisions:

1. By virtue of the performance of my official duties
while employed by or assigned to the Office of the Vice Presi-
dent, I expect to be the recipient of classified information,
materials, plans or intelligence data which concern the
national defense and foreign relations of the United States
and which are the property of the United States Government.

I have been furnished and I understand the provisions of (a)
the Espionage Act, Title 18, USC, Section 793 and 794, con-
cerning the disclosure of information relating to the national
defense of the United States and the penalties provided for
violations thereof:; (b) Title 18, USC, Section 1001, concern-
ing the making of false statements; and (c) Executive Order
11652 entitled "Classification and Declassification of

~— National Security Information and Material”.

’

2. I understand that one of the obligations of my employ-
ment by or assignment to the Office of the Vice President 1is
strict compliance with the provisions of Federal laws, direct-
ives and regulations with respect to the safeguarding,of
classified information of the United States Government from
unauthorized disclosure. o '

3. I agree that in the course of my employment by or
assignment to the Vice President's staff and subsequent
thereto, I will not divulge, publish or reveal by any means
any classified information, intelligence data or knowledge
which I may acquire by virtue of such employment, except
as authorized by competent authority pursuant to the pro-
visions of Federal statutes, regulations and directives.
Should an attempt be made by any unauthorized person to
obtain classified information from me I will report such
incident to the Staff Security Officer for the Office of
the Vice President, the nearest office of the Federal Bureau
of Investigation or to the nearest U.S. Embassy, Consulate
or U.S. Military Command.

4. I understand that upon the termination of my employ-
ment by or assignment to the Vice President's staff,
none of the classified information or material to which I ¢
have access or which I have originated in the course of that

2



employment or assignment may be removed or retained by me,
except as authorized by competent authority.

5. I understand that a change in my assignment or employ-
ment will not relieve me of my obligations under this state-
ment, and that the provisions of this statement will remain
binding upon me after termination of my service with the
Office of the Vice President and my services with the United
States Government.

Signature

Witnessed and accepted in behalf of the Vice President of. the
United States on

2(a)



MEMORANDUM ATTACHMENT 3

OFFICE OF THE VICE PRESIDENT

WASHINGTON

SECURITY TERMINATION STATEMENT

On the occasion of the termination of my employment by or
assignment to the staff of the Office of the Vice President,
I hereby state that:

1) I am not retaining possession of or taking with me

- any document or other material containing classified
information affecting the national defense or foreign
relations of the United States, to which I have had
access or which I have originated during the period
of my employment by or assignment to the Office of
the Vice President.

2) I will not hereafter in any manner reveal or divulge
any such classified information of which I have gained
knowledge during my employment by or assignment to the
Office of the Vice President, except as authorized by
competent authority pursuant to the provisions of
Federal statutes, regulations and directives. Should
an attempt be made by any unauthorized person to
obtain such classified information from me, I will
report the incident to the sStaff Security Officer of
the Office of the Vice President, the nearest office
of the Federal Bureau of Investigation, or the nearest
U.S. Embassy, Consulate, or U.S. Military Command.

3) I have read and understand the provisions of the
Espionage Act, Title 18, USC, Sections 793 and 794,
concerning unlawful disclosure of information af-
fecting the national defense, and the provisions of
Title 18, USC, Section 1001, regarding the making
of false statements. With this understanding, I
state that the information I have given herein is,

- to the best of my knowledge and belief, correct and
complete and is being furnished to the U.S. Govern-
ment for purposes of protection of classified infor-
mation which affects the national defense, or foreign
relations, of the United States.

date signature

witness name (typed or printed)

kY
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ArTACHMENT 4

TRANSHISSICH OF CLASSIFIED INPODIATION

A. Prenarzticn and facelnting. Classificd inforzatiea

“end material snall be ¢nalicssae in opzqua inner and cuter
covers before transmitiing. The inn2r cover shall be a
sealed wrapper or envelopa plainly mzvrked with tha asslgneq -
classification and adureq“. Th2 outer cover shall te
Sealed and addressed with na indication of the classifi-
c¢ation of its contents. & recai >t shall be attach=ad to or
enclosed in the inner cove except that Confidentlal

material shall require a re:el £ only "if the °ende. deems
it necessary.  The receipt shall icsntify tha send er,
addressee, and the docuﬂ“nu,'gqu shall contain no clﬂ si-
fied- inforration. It sh2ll bz signed by the recipizant and

returnsd to the sender.

N

B.- Traznsmissicn of Top Secrat. The transmission of T
Secret informacion and material shall be effected prefer~

- ably by oral discussions in parson betwean the of‘ic1=ls

concerned, therwise the transmissi cn of Top Seerst infor-
mation and material shall be by specifically designated
personnsl, by State Department diplematic pouch, by a mes-~
senger-courier system especially created¢ for ubcv purpose
over authoricad communications cireuiss in encrypeved lorn
or by other means authcrized by the National Security
Council; except that in thes casz of information transmitted
by ths FeQe ‘2l Bureau of Investigation, such means of urans«
mission may be used as are approved by the Director, Fede
Bureau of Investigauion, unless expreass reservac’on to tne
contrary is made in exceptionael cases by the criginating
Departrent.

C. Transmission of Secret. The tra“5ﬂ1°51on of Secret

. mate"ial shall be effected in tae followinz manner.

(1) The Pifty States, Distrist g_ Co’urbia, Puerto
Rico. Secret Insorzation aﬂd mzterial may be transmitted
within and betusen the for.y---ont contiguous staue and
District of Columbia, or wholly within the State of Hawaii,
the State of Alaska, or ths Commonwealth of Puerto Rieo
by one of the means ﬂuth orized for Tc¢p Secret informzfion
and material, the United States Postal S v* e registered

maill and pro»ective services provided by the ‘United States
air or surface commercial carriérs under such conditions
as may be prescribed by the head of the Department concerned.

: (2) Other Areas, Vessels, jZiiitary Postal Services,
ﬁircr ft. Secret informaticn and material may be trans—
mitted from or to or within areas other than those speci-
fied in (1) avove, by one of ths means establishadé for

_ Top Secret 11fornation and materlizl, captains or masters -

of vessels of United States rezistry under contract to a
Department of the Executive Eranch, bnited States regis-
tered .mz2il through Army, Navy or Air Force Postal Ssrvice
facllities provided tnat raterial cdoss not at any time

pass out of Unlted States citizen control and does not pass
thraugh a fora2ign postal systex, and commercial alreraft
under charter to the United States and milita ry or other
goveranent aircraft. .

-
- -.‘. [




(3) canndian Cevern:
mation and matcrial nay
Governzent or Canadian
in the forty-cight cont!,
of Colusbia and Canaz
tered m2il with regi

ul

S0

(4) Spccinl Casss. Fach Department may authorize the
use of the United Stiies Postal Sarvice registersd 121l
outside the forty-eirhs ecntiguous states, the Disiriot of
Columbia, the State of FKawzil, the Stezte of Alasiza, angd
the Cemmonwealth of Puerto Rilco il varranted by security
corditions and essenvial operational requirements providad
that the raterial doss nct at any time pass ocut of Unitced
States Government znid United States cltizaen control and
.does not pass througn a foreign postal system.
D. Transgittal of Confidential. Conficdentlal informztion
and materiZil snzll be transmitced within the forty-eight
contigucus states and the DisSpict of Columbla, or wnolly

within &laska, Hawaii, the Cormmonwealth cf Puerto Rice, or
a United States possession, by one of the mezans estzblishad
for higher classifications, or by certified or first class
Fail. Outside these arzas, Confidential information and
material shall be trensmitted in the same manner as autho-
rized for higher classifications. o

E. Alternative Transmission of Confidentizl. Each Depart-
ment naving authority to classify irniormat-on or material

as "Confidsntial' may issue regulations authorizing alter-
native or additional methods for the transmission of materi-
al classified “Confidentlal" outside of the Departmant. - In
the case of materiel originated by another agency, the
method of transmission must be at least as secure as the
transmission procedures imposed by the originator.

‘'F. Transmission Within a2 Department., Department regula-

tions governing tn2 preparzticn and transmission of classi-
fied informaticn within a Department shall ensure a degree

of security equivalent to that prescrived above for trans-

mission outsidz the Department.

8 F gk -



ATTACHMENT

ATTACHMENT

PREPARATION AND MARKING OF CLASSIFIED MATERTAL

1. Guidance. Information determined to require protection against
unauthorized disclosure shall be so designated. Designation by physi-
cal marking, notation or other means, serves to inform and to warn the
holder of the classification of the information involved and the
degree of protection against unauthorized disclosure which is required
for that particular level of classification.

2. Procedures.

a. The overall classification of a document, any copy of repro-
duction thereof, will be conspicuously marked or stamped at the top
and bottom of the:

(1) Outside of the Front Cover (if any).
(2) Title Page (if any).
(3) First Page.
(4) Back Page and outside of the back cover (if any).
- b. Each interior page of a document shall be conspicuously marked
or stamped at the top and bottom with the highest classification of
information appearing thereon, including the designation "Unclassified"

when appropriate.

c. Paragraph Marking.

+

(1) Each section, part, paragraph or subparagraph, when there
are differences in their classifications, shall be marked to show the
level of classification of each. Parts or paragraphs containing unclas-

sified information will be marked accordingly.

(2) When different items of information in one letter require
different classifications, but segregation into separate paragraphs
for classification purposes would destroy continuity or content, the
highest classification required for any item shall be applied to' the
letter. -

d. Files, Folders, or Groups of Documents. Files, folders or
groups of documents shall be conspicuously marked to assure their
protection to a degree as high as that of the most highly classified
document included therein. Classified document cover sheets may be
used for this purpose. Documents separated from the file, folder or
group shall be marked as prescribed for individual documents.

5



e. At the time of origination, each classified document or other
material shall, in addition to the security classification markings
prescribed above, be marked to reflect downgrading and declassification
instructions contained in the appendix to this attachment. Downgrading
and declassification instructions will be typed or stamped at the bottom
of the first page or title page or shall be placed conspicuously in a
similarly prominent place immediately below or adjacent to and in con-
junction with the classification markings.

5{(a)



TUIV ~ BARRING KEGUIREGRICS

A. When Document cr Qther Material is Prepurved. At

the tirne of originztion, cach document or otnar naterial
containing classiried Informuation shall be marked with
its assigned sccurity classification and whether it is
subject to or exempt from the General Dzclassification
Schedule.

(1) For marzing documents which are sublect to
the Gencral Declassification Schedule, the folleowing
stamp shall be used:

Tt Y, T T T hem e mn am e e e e

e o e e wm wmn wmewew et

SCHEDULE OF EXECUTIVE ORDER 11652
AUTOMATICALLY DOWNGRADED AT TUWO
YEAR INTERVALS &ND DECLASSIFIED ON DEC. 31

(2) For marking documents which are to be
automatically declassified on a given event or date
earlier than the General Declassification Schsdule
the following stamp shall be used:

(3) For marking documents which are exempt fron
the General Declzssification Schedule the following
stamp shall be used:

SCHEDULZ OF EXECUTIVE ORDEZR 11652
EXEMPTION CATEGORY (3 55_(1), (2), (3), or (
AUTOMATICALLY DECLASSIFIED O (effective dat

Should the classifier inadvertently fail to mark a docu-
ment with one of the foregeing stamps the document shall
be deemed to be subject to the General Declassification
Schedule. The person who signs or finally acproves a
document or other materizl containing classifiec infor-
mation shall be deemed to be the classifier. If the
elassifier is other than such person he shall be identi-

_fied on the stamp as indicated.

The "Restricted Data" and "Formerly Restricted Data"
stamps (H. below) are, in themselves, evidence of exemp-
tion from the General Declassification Schedule. ’ )

B. Overall and Fage Marking of Docutments. The overall
classification of a document, whether or not permanently
bound, or any copy or reproduction thereof, shall be
conspicususly marxed or stamped at the top and betten
of the outside of the front cover (if any), on the title
page (if any), on the first page, on the bagci pane and
on the outside of the back cover (if any). o the
extent practicable each interior page of a document

- which is not percanently tound shall be conspicuausly

marked or stamped at the top and bottom according to
its own content, including the designation "Unclassified”
when appropriate. . .

. more
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C. Pararrach larking., UWhencver a classified documant
contalnZ eitfier rore than one sceurity clasuifization
calegory or unclassificed inforwztion, each section,
part or paragraph should be marlied to the extont prac-
ticeble to show its classification categery or that it
is unclassified.

ifieg
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D. Raterial Other Than Dacurents. If clas
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Lelo
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E. Transmittal Docurents. A transmittal document shall
carry on it a preuinant notaticn as to the highost classi-
fication of the information which is carried with it,

and & legend showing the classification, il any, of the
transeittal docwrent standing alone.

erial Hot Usuallv HMarked.

ial shzll not be marked cr

s the purpose of the marking
ot has been made not to

F. VWholly Unclassified Mo
Normally, unclassiiiecd mat
stemped "Unclassified" uni
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classify it,
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G. Downgrading, Declassification and Upgrading Harkinzs.
Whenever a change is made in the original classificacicn
i

or in the dates of downgrading or declassification o
any classified information or material it shall be
promptly and conspicuously marked to indicate the change,
the authority for the action, the date of ine action,
and the identity of the person taking the action. 1In
addition, all earlier classification mariings shall pe
cancelled, if practicable, but in any event on the rirst
page. .

(1) Limited Use of Posted Hotice for Large
Quantities of iaterizl. When the volume of information
or material 1Is such tnat cronpt remarxing of each
classified item could not be accomplished without
unduly interfering with operations, the custodian may
attach downgrading, declassification or upsrading
notices to the storage unit in lieu of the remarking
otherwise required. Each notice shall indicate the
change, the authorlity for the action, the date of the*
action, the identity of the person taking the action
and the storage units to which 1t applies. When
individual documents or other materials are withdrawn
from such storage units they shall be promptly re-
marked in accordance with the change, or if the docu-
ments have been declassified, the old markings shall
be cancelled. :

- (2) Transfer of Stored Quantities Covered by
Posted NotIce. When information or material subject
to a2 posted downgrading, upgrading or declassification
notice are withdrawn from one storage unit solely for
transfer to another, or a sterage unlf containing such
documents or other materials i3 transferred from one
place to another, the transfer may be madc without
remzrking if the notice is attached to or remains with
each shipment.

mnore
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H. Additicnal Uarning Hotices. In addition to the
foregoing maricing rcqu'zcncucu, warning notices chall
be promincently displayed on classificd documents or
materials as prescribed below. When dizplzy of these
warning notices on the documents or other materizls

is not feasivle, the warnings shall be included in the
written notif*chtAon of the assigned classification.

(1) Rastricted Dzta. Por classilied information
or material containing Hestricted Datz as Qefined 1
the Atomic Energy Act of 1954, as amended:

.

"RESTRICTED DATAY

This document ccntains FRestricted
Data as defincd in the Atomic Energy
Act of 1954. 1Its dissemination or
disclosure to any unzuthorized persocn
is prohibited.

(2) Forrmerly Restricted Data. Por classified
information or material conteaining solely Fornerly
Restricted Data, as defined in Secticn 142. d., Atomic
Energy Aet of 1954, as amended:

"FORIYERLY RESTRICTED DATA®

Unauthorized disclosure subject to
Administrative and Criminal Sanctions.
Handle as Restricted Data in For-:ign
Dissemination. Section 14h .., Atomic
Energy Act, 1954,

(3) Information Other Than Restricted Data or
FPormerlv Restricted Data. For clascified iniormation
or material furniched to perscns outside the Executive
Branch of Government other than as described in (1) and
~ (2) above: :

"NATIONAL SECURITY INFORMATIOW™

. Unauthorized Disclosure Subject to Criminal
Sanctions.
»

. (B Sexsitive Intelligerce Information. For
classifled information or material relating to sensitive
intelligence sources and methods, the folilowing warning
notice shall be used, in addition to and in con.unction
with those prescribed in (1), (2), or (3), above, as

appropriate:

. “WARNIKG NOTICE -~ SENSITIVE
INTELLIGERCL SCURCES AiliD
METHODS IRVOLVED®

5(d)








































































